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The Importance of APl Security



Landscape of API Traffic

Over 90% of developers use APls

91% of Organizations Had An API Security
Incident in 2020

83% of All Internet Traffic Belongs to API-Based
Services

93.4% of API Developers Are Still Using REST

GraphQL Is Used By 22.5% of API Developers

GraphQL is still sometimes susceptible to broken
object-level authorization, which is the number one
API vulnerability

https://nordicapis.com/20-impressive-api-economy-statistics/

3 ©2022F5

Top Three Challenges of an Organization’s API Strategy
Percentage of Respondents

mRank1 =Rank2 =Rank 3

Security Concerns
Lack of Skills

Lack of API Standards

Missing Key Roles, Such as
API Product Manager

Immature Tooling
Obtaining Executive Buy-In
No Digital Program

Other

0% 25% 50%

o increase in web applications
/O and API attacks

P@ﬂ 81 /O increase in bot activity



Presenter Notes
Presentation Notes
In this digitalization era, modern app, there has been a significant surge in API traffic.
API is used to exchange information or data, is commonly used as a new channel to generate new revenue stream by exposing API to external business partner.

Akamai 83% of All Internet Traffic Belongs to API-Based Services N/S & E/W API
API Management market is based solution and services, deployment type�


Insurance Company

» Data breach happened in Jan 2022

* 1.8 million accounts exposed N Ota b I e AP I

« BFLA(Broken Function Level Authorization) exploit

Digital Scheduling Platform bl’eaCheS

» Data breach happened in Jan 2022
« 3.7 million accounts exposed

- BOLA(Broken Object Level Authorization) exploit Vulnerabilities

Social Media Platform

- Data breach happened in July 2022 Lack of proper access
« 5.4 million accounts exposed controls
» BOLA(Broken Object Level Authorization) exploit

Online Marketing Platform

. Misconfigurations
» Data breach happened in Feb 2022

7 million accounts exposed

Telco Company Inadequate controls for API

- Data breach happened in Sep 2022 specific security
* 10 million accounts exposed
* BFLA(Broken Function Level Authorization) exploit

4 ©2023F5 Source: Cisco tech blog (https.//techblog.cisco.com/blog/top-5-api-security-breaches-in-2022)



Presenter Notes
Presentation Notes
As a result of lack of adequate security controls and practices, we continue to see API-related breaches.  
Some notable names on this list including Facebook where an API breach enabled third party apps to escalate privileges and gain access to user pictures. 

We saw the Twitter platform breached leaving direct messages open and exposed. An Uber API vulnerability exposed client secrets and tokens, potentially enabling unauthorized access to customer’s data and their accounts. 
Others include Pandora, and Venmo. You can read about these and others in the reports by F5 Labs. 

Excessive Data Exposure, Broken User Authentication, Broken Object Level Authorization, no rate Limit, no real time detection/active monitoring.


THE IMPORTANCE OF API SECURITY

Why Are APIs Primary Target for Attackers?

p\
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B

Bypass Existing Security Solutions

(@ht

| NGIPS |
—
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app

Using Bot to perform API Abuse (Sneaker Bots, ATO, 3'd Party Payment APIs, Content Scaping)



NEW OWASP API TOP 10 - 2023

OWASP API Top 10 - 2023

[APH. Broken Object Level Authorization

Access Control

API12. Broken Authentication

[APIB. Broken Object Property Level Authorization

APIl4. Unrestricted Resource Consumption

API5. Broken Function Level Authorization

N i

Network Security

API6. Unrestricted Access to Sensitive Business Flows

API7. Server Side Request Forgery

API8. Security Misconfiguration

lAPIQ. Improper Inventory Management

API10. Unsafe Consumption of APls

6 Yzuzzro




What is BOLA? 1st Vulnerabilities of OWASP API

How BOLA Exploit Works?

BOLA(Broken Object Level Authorization) is a security vulnerability that is targeting APl endpoints. The

exploit works when the application does not correctly enforce the access control for the requests of specific

objects from the users.

UserA Info

,
o

UserA

v
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Object ID

What is the Object ID?

« The ‘Object ID’ is the key value of the object used as a unique identification in the database.

1001 James Singapore 1111-2222
1002 Andre SED Singapore 2222-3333
1003 Michael SA Singapore 3333-4444
1004 Darren SE Singapore 4444-5555
1005 Shahn SA Singapore 5555-6666

* Normally, the ‘Object ID(=key)’ is used to identify the specific user or the object in the API request.

8 ©2022F5



What is BOLA?

How BOLA Exploit Works?

Object ID m Phone Number

1001 James Singapore 1111-2222
1002 Andre SED Singapore 2222-3333
OAuth
o Authorization
o¥® @ Server
eg,s/
. «300
o aqa\\d Azure Active Directory
)
et |\s® Ok..this request includes the valid OAuth
o e ve access token issued by OAuth AS.
e(\(\ca" So, | will forward the request to the API
p&‘“ endpoints
@ Authorization header: access_token,
GET /f5api/v1/userinfo/users?id=1001
200 OK { Title: SA, Phone: 1111-2222 }
James OAuth
Resource Server Vulnerable APl Endpoints

9 ©2022F5 @



What is BOLA?

How BOLA Exploit Works?
m
1001 James Singapore 1111-2222
1002 Andre SED Singapore 2222-3333

..this request includes the valid OAuth
access token issued by OAuth AS.

So, | will forward the request to the API
endpoints.

r{i[INe] @@Title: SED, Phone: 2222-3333 |;
James OAuth

Resource Server Vulnerable APl Endpoints

10 ©2022F5 @


Presenter Notes
Presentation Notes
In real world:
Object ID can be very long and use random number.
Maybe involve more than 1 API endpoint


THE IMPORTANCE OF API SECURITY

End-to-End API Security
p

Access Control

API Security

Network Security App Security

A
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API Security Maturity Model



APl SECURITY MATURITY MODEL

API Security Maturity Model

WAAP deployed
- APl Discovery
- Bot Protection

N\ Using
detection

13 ©2023F5

Level 2

Level 3
F5 End to End API Security

Level 4

Level 5



Presenter Notes
Presentation Notes
OAuth, scope and claim
Real time detection and real time protection, API Discovery and WAAP


APl SECURITY MATURITY MODEL

API Security Maturity Model at Runtime

Predictive
Security

Continuous
Improvement

Proactive

Security

Reactive
Security



Presenter Notes
Presentation Notes
Feeding/input to proactive security to block or challenge the traffic, to prompt MFA
Suggestion to predictive security to improve their AI/ML.


APl SECURITY MATURITY MODEL

Proactive & Predictive Security: APl Discovery

Seqment 1 Segment 2 Seqment 3 Segment 4 Segment 5

4 Leaves - 4Leaves-
|products flid)

2 Leaves - GET (Schema)
] [admin = fapplication-configuration
GET
m ?hl";":s' = |application-version
aske
2Leaves-
16 Loaves - f’ET {Shchc-mal g
rest captcha
17 Leaves -
GET (Schema)
[languages
GET (Schema)
memories
GET (Schema)
-
= GET [PDFs) = 2Leaves - JsaveLaginlp
! Japi
1Leaf - - GH(SCImmal
W= track-order ffid)
A GET (Schema)
}Iuls‘:ar1 = juhoani
1Leaf - GET (Schema)
- ?EAD -t [balance
GET (Schema)

== |Challenges/

GET

== Quanits/

- 1ESET(Schcwml
POST (Schema)
-

GET (Schema)
== raviows

PUT (Schema)
Ireviews

- JE%ET (Schema)

POST (Schema)
[checkout

F5 XC WAAP Shadow API Discovery Example
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API Inventory

Update
Inventory

Continuous
Improvement

Export Sw. “ge:
file


Presenter Notes
Presentation Notes
Discover Shadow API, API Authentication, PII


API Discovery

A etge Gromg

PATCH

OFT

POST

OET

OFT

Senaasve Oots

Emas

Thewat | evet

® Hoh

Avanente atn State

Authentcated

Authent e ated

Authenticated

Authenticated

Authentcated

Authentcated

Un-Authenticated

Un-Authentic sted

Uninown

Authenticated

AR Catogory

Omcoverns

Dncoversd  Shadow

Downioad AP Spac

Hade Futer

Uninown

Rmst

Show Security Events
£ Protection Rule
£t Rate Lima

Eait OpenAP: Vasdation

Un-Authenticated APl and Sensitive Data Detection
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Vulnerabilities

Weak JWT: Expired Tokens are Ac...

Created: 7:16 PM, May 15 Q;p
Last Observed: 3:14 AM, May 16

Weak JWT: Inadequate JWT Expir... ¢

Created: 7:16 PM, May 15
Last Observed: 3:14 AM, May 16

Weak JWT: "aud" claim is missing

Created: 7:16 PM, May 15
Last Observed: 3:14 AM, May 16

Weak JWT: "sub” claim is missing

Created: 7:16 PM, May 15
Last Observed: 3:14 AM, May 16

Weak JWT: “iss” claim is missing (... @

Created: 7:16 PM, May 15
Last Observed: 3:14 AM, May 16

Security Misconfiguration and Vulnerabilities Detection

Medium

Medium

.. ® Low

.. ® Low

Medium

State
Open

Category
Weak Authentication / Authorization

Description

This vulnerability is reported if API server does not check JWT expiration.
Expired JWTs are accepted as valid. A malicious actor that has obtained
an expired access token can use it to bypass authorization. This
weakness does not expose API to an immediate attack as attackers need
to obtain the token first. Therefore, the impact is Medium.

Risk Score
Attack impact: 40 (Medium)

Evidence
Review Evidence Detection [~

Remediation
API server should implement JWT expiration check.


Presenter Notes
Presentation Notes
Subject, audience, issuer


BOT Defence



Threat Landscape, Bad Actor Evolution & Shape Rol

KEY DIFFERENTIATORS 100%
10%

Scaled Manual Attacks missed ol

- Human “Click Farms” o oS

- Suspicious human behaviors

-VMs /

Emulated and Rooted Mobile Devices

90%

blocked

Professional Automation
- Highly motivated and skilled

- Persistent

- Customized bot tools

- Selenium Web Driver / Puppeteer /
Browser Automation Studio

% of attacks % of losses

The “last 10%’
includes the hardest
attacks to DETECT
and PREVENT, and
contains the majority

of dollar losses.

Amateur Automation

- Less motivated and skilled

- Off-the-shelf tools

- Sentry MBA, cURL / Python / Powershell

© O O shape

G Q Q Other Solutions
18 ©2023 F5 @


Presenter Notes
Presentation Notes
The threat landscape and bad actors have evolved beyond the less motivated or less skilled amateur automation attacks, and Shape is the only player that can mitigate against those next level persistent professional automation and scaled manual attacks.

Attackers Start with path of least resistance but move up when motivated.

Importantly, while solutions may prevent upto 90% of the BOT Traffic, it is the last 10% that cause upto 80% of the financial fraud. These are determined fraudsters willing to make investments in mounting cyberbreaches and have specialized teams targeting specific enterprise customers of high value. 

We will discuss this more in our case study how we bring tangible ROI to our customers by protecting against these advance threats. 



»
Instead of rigid rules, we need durable descriptions of how fraud

flows across the systems

Across network security, application security, fraud and identity,
B2C enterprises today needs to answer 3 fundamental questions:

O O

O

Are you Are you Are you
human? good or who you
bad? say you

are?

19 ©2023F5 @ 1 9



Presenter Notes
Presentation Notes
Yang menjadi pertanyaan gimana teknologi Shape digunakan untuk mendeteksi Fraud.

Shape menggunakan AI/ML yang digunakan untuk men deteksi Fraud dengan 3 pertanyaan mendasar.
Are you Human?
Are yo good or Bad?
Who are you? Are you who you say you are? 

3 pertanyaan mendasar ini akan membantu meng-identifikasi dan block the attack, attacker dapat mem-bypass traditional security defense tetapi dengan penggunaan AI algortthm untuk mengidentifikasi 3 pertanyaan ini akan membantu customer untuk menghindari fraud/attack. 


Shape Performs Transactional Analysis & Deterministic Detection
Risk scoring provides room for uncertainty

Browser | Behavior Network ] Automated
Signals Signals Signals ] True / False

Shape evaluates each transaction indepently,
regardless of what came before.

IS AUTOMATED? + AUTOMATION TYPE +
® false (1652334) @ true (529059) ® Token Invalid (522500) @ Token Missing (2448) Pre-Auth Post-Auth
Token Blacklisted (1410) @ Attack Inference (1073)
@ Token Expired (752) @ Token Count Exceeded (554)
@ Rate Limit Exceeded (322) Bank
< MFA Login

\ 4

Balance Check

1
—’ﬁ Zelle Money Xfer

Token Invalid

Ex) Malware infected client

e Good human accessing their account => Allowed!
o« Malware performs automated session hijack and attempts to
transfer money out => Prevented by Shape! (7320

20 ©2023F5
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Presenter Notes
Presentation Notes
Untuk meng-identifikasi 3 pertanyaan tadi, Shape meng-collect 3 telemetry yang digunakan utk meng-Analisa transaksi.


Browser Environment Signals (Web & Mobile Web)

Gathered via JavaScript Telemetry

Plugins —
Additional signals

/ Bot or Not?
' Screen Size Iﬁ

Unique or

repeat device?

Fonts

Virtualized environment?

Does the reported browser
type/version & OS match
the collected signals?

21 ©2023F5 N
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Twitter Facebook Mozilla Emoji One

)

|
|
|
A
HTC

Microsoft Samsung

Google

Apple

Emojis render differently on different platforms/apps

Browser Environment Signal:
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Visualization of automated interaction
Consistent & predictable delays consistent with amateur programmer

8.7s

!]. 1

1

T fl_l_‘

(T

window.innerWidth: 1928 / window.innerHeight: 971

window.outerWidth: 1942 / window.outerHeight: 1064

screen.width: 1920 / screen.height: 1080

9.3s

Sign in

Email

Password

Forgot password?

By signing in to your account, you agree to our Privacy
Policy and Terms & Conditions.

a



Network Signal: Even the HTTP header contains useful signals

Fraudsters struggle to spoof everything correctly

24 ©2023F5

Header Field Description

nane

Example

Accept

Content-Types that are
acceptable for the response.
See Content negotiation.

Accept: text/plain

Accept-Charset

Character sets that are
acceptable.

Accept-Charset: utf-8

Accept-Encoding

List of acceptable encodings.
See HTTP compression.

Accept-Encoding: gzip, deflate

Accept-Language

List of acceptable human
languages for response. See
Content negotiation.

Accept-Language: en-US

Accept-Datetime

Acceptable version in time.

Accept-Datetime: Thu, 31 May 2007
20:35:00 GMT

Authorization

Authentication credentials for
HTTP authentication.

Authorization: Basic
QWxhZGRpbjpvcGVuIHN1c2FtZQ==

Cache-Control

Used to specify directives that
must be obeyed by all caching
mechanisms along the
request-response chain.

Cache-Control: no-cache

Connection

Control options for the current
connection and list of hop-by-
hop request fields.[”]

Must not be used with
HTTP/2.[8]

Connection: keep-alive

Connection: Upgrade




API Security Reference Architecture

222222222



APl SECURITY REFERENCE ARCHITECTURE

Distributed Enforcement Model for Optimal Security

T R
I O — 1
: N — :
I |dentity i
- App & Network Security Layer !__F_’r_o_‘f‘_jf[_:
Mobile App m—————— T e T | memm——— DEDEE Jnnem A — .
1 | 1 | e e e e
B n s @) L i
& | Anti- ! _E! |  Bot | | @@g | | Microgateway | I .
: T bpos | 1< 3171 mitigation| ! L e | erosenvice
== ; B N APL f ot W) L)
Browser i I I b Gateway! I Microgateway | L -
App S S bmmmmmmm )| ST ommmmmes ’ Microservice 2
Outer API Inner API
(@g} - Gateway Gateway
SOth?r Access Control Layer
ervice
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Gartner API Security Deployment Recommendation

API SECURITY: WHAT YOU NEED TO DO TO PROTECT YOUR TRADITIONAL AND MODERN APIS

API Security in a Service Mesh Environment

Key:
Figure 2. API Security Consists of APl Threat Protection and API Access Control D (=] @ L Norhsoun  4p Eastwest
Mobile App Web Application loT Device
l Web Application Firewall detects
. i _ and blocks attacks
API Security Consists of APl Protection and API Access Control Q- @ PR .
| H ateway authenticates API
! Application ! client, then inserts tokens for
= = = ! Firewall o1 identity and attribute propagation
@ API Threat Protection ?ZZ? APl Access Control | S E R R FE LRt : P ——
> SR it
Key functionality Content validation, threat detection, Authentication, authorization, e " _
- i . - 1 i Sidecars enforce fine-grained
traffic throttling identity propagation | Gateway ! authorization and secure
PSP microservice-to-microservice traffic
Key technologies used  Attack signature, reputation-based OAuth 2.0, OpenlD Connect, . 5
control, anomaly detection, OAS JSON Web Tokens
message validation R AL 2 —— |
| Service Mesh i
Product categories Web application firewalls, API APl management, access Tt 0@ T
L & I Ingress Controller [
management, application management software, |DaaS. R L ______________________ L ol
delivery controllers ! !
o 2 QT : L %
Source: Gartner [ O~ Q | . O Q o
ID: 404900 D | ! Do
[ O_O | . Q_O [
| ! Sidecar proxy | Mutual TLS | Sidecar proxy , i
i i Microservice i | Microservice i i

Source: Gartner
ID: 404900
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Presenter Notes
Presentation Notes
Inject token, insert security context in JSON Web Token


F5 API Protection Reference Architecture

Mobile App

@ Web
T Application

—— Firewall

Browser
App

App & Network Security Layer

DDoS API
Mitigation Security

Bot
Defense

— Access Control Layer and Routing =\

@ Micro

APl Gateway <*—»  Gateway

[ APM |
% @ Micro

Gateway

—

Outer API Inner API
Gateway Gateway

a

Microservice 1

ﬂ

Microservice 2

Zalll

Other
Service
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HTTP Load Balancer: juice-shop-shadow-apl

A Endponts

F5 RECOMMENDE

a ] = @ ]
Best Practic

/R9Z80E148ESSRISEID

GEY
/S006885552552128192 GET
13 Lmaves -
fapt .

owniond Sw agger

28 Laaves -
fimages

GET (5<hema)
]

GET
I maccess

GET
[26037SSETITLOS30THE

OET (Se

tions (G/S/A Architecture)

B Leaves -
hamloady

se

|y :an be divided into two broad aspects: API threat protection and API access control.
- itection means detecting and blocking attacks on APIs, while AP| access control
. lling which applicat
P, 1) Real-time API Gateway
- Jproguctsy
L OET (Schama} 2) Advanced API Routing
—hiaccens 3) API Security for N/S and E/W API Traffic
— G:la'u‘rré-‘t::;;;uansu: '_ 1) AR $ OWASP API top 10
I UAS p@ *  JWT Validation
+ JSON Schema Validation
e 2) A «  mTLS
= iy A +  Rate Limitand ACL
— sy 4) APl Access (AuthN/AuthZ)
= R 3 A 5) Security layer for Microservice to Microservice traffic
_ 6) Microgateway (Distributed API Gateway inside k8s cluster)

= l & o . S—
l T Loaves - R — raccen
— m»«m ey
Mobile App
§ & ownsp
i @
R E—
Browser App
Agharjzatiandigagler: access_token, BOLA Attacks:

GET /f5apilv1/userinfo/users?id=1001

Hmm, let me try
GET /api/vl.1l/posts?id=12358; DROF 1ABLE users

change id = 1002

& -

Other Service

1)

2)

3)

4)

5)

6)

7)

API3. Excessive Data Exposure

. Sensitive data masking / Pll detection / OAS validation

APIl4. Lack of Resource & Rate Limiting

e APl rate-limtirg / Rat nratactinn
API16. Mass Assignmetit

*  OAS validation
AFI7. Security Misconfiguration

«  Sensitive data masking / Pll data detection
API8. Injection

» Blocking it with attack signatures / Threat campaigns
API9. Improper Assets Management

» Shadow API discovery / Monitoring / Blocking
API10. Insufficient Logging & Monitoring

» F5 XC dashboard / Log export / Alerts detail




Customer Use Case



Current API Architecture for On-prem Site

Trusted API Testing Modernization and unpredictable growth of API
Public Zone (BancNet/Avalog/CC) Self-Onboarding

R—— | - Capacity requirement

VIPRION C2400 - Business Agility

LTM VCMP AAE Ve - Registration Page Attacks
VS 1 VS 2 VS Partner VS Sandbox
| ————
DMZ Zone
Datapower APl GW (External) Developer NG Web Server
Portal
EXT DP 1 EXT DP 2 EXT DP 3 Sandbox GW a

R
-

31

Internal Zone
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VIPRION C2400

LTM VCMP

VS API Internal

Datapower-API-GW. (Internal)

INT DP 1

INT DP 2

INT DP 3

VS API Analytics

API Analytics

VS API Management

APl MGMT

Administrator

\ 4 \ 4
UNITAS FXSDS/Fox Pro



Modern App + API Security Architecture

On-Premises Architecture

NGFW IFW

Public Zone

=z

Active
Directory

DMZ Zone

Internal Zone

KIC and APl GW
within OCP cluster

WAAP for direct

internal user only
Existing API
GW

—
iC)
(OAuth Resource

Trusted Server)

Eg. Fintech
( 9 ) Trusted VS Trusted VS

Partner VS Partner VS

Pod Pod

Pod

Pod Pod

Pod

& ()

(Modern App)

API VS 1

a1l —>m—

Branch Office

Sandbox Sandbox
VS VS

APIVS2 B BB kel il

@ ()

1
RH OCP
APIVS 3 | Cluster _ym_p |
Q KIC APl GW Pod Pod Pod
(OauthAAEr!\(flrization g‘r(:):} HU)D #m-’ I
[-lll' API GW ©
Registered Server) |

Partners

Legacy Apps

Q
API Security

New Partner
(Self-Onboarding)

API Discovery
API Threat Protection

Qa St Per-APP VE
e JLagacy appe, - Faster time to service
Developer Portal BOt PrOteCtiOn InterE:IVEJsers C|USter) = Self—SerVice
Public Cloud
Site.Shared Senviees Fiey--++==w=r= """ AR SErViGes: Fiep-wswwerrrrsrmrrss
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Presenter Notes
Presentation Notes
Site-wide API Security
Expand External WAF to also cover all API traffic coming from Public.
Enable APM to function as Oauth Resource Server, together with Advanced WAF.
Use IBM Datapower for Dev Portal and Oauth Authorization Server

Internal API Security and Modern API Gateway
Implement NGINX App Protect as Internal WAF to provide application layer protection for internal APIs built using microservices running on PaaS such as Openshift
NGINX+ API GW to provide API routing, rate limiting, JWT authentication and authorization for internal APIs
NGINX+ WAF for internal users bypassing WAF on DMZ
OCP cluster to be fronted by existing BIG-IP VE LTM. Preparation for future mixed setup (multiple OCP cluster or co-existing with Legacy Apps)
Take note that  token validation coming from BIG-IP is not supported (Opaque token on phase 1 – NGINX only supports JWT Token). Token validation will be supported on Phase two once JWT token is implemented on BIG-IP via APM Oauth Authorization Server



Site-wide API Security
Augment Dev Portal on Public Cloud
Internal API Security and Modern API Gateway
Fully migrate all internal apps on OCP cluster
Use Internal BIG-IP to distribute traffic under different OCP clusters



Modern App + API Security Architecture

Multi-Cloud Architecture

33 ©2023F5

F5 XC For Volumetric and API Security

Fraud and Bot

DNS DDoS Defense API Protection
On-Prem (3 DCs) Public Cloud
% DMZ Zone % Internal Zone %ﬁ Secure Landing Per App VPC

API Security for Site-To-Site E/W APls
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